Pernament opranmszanuu anTuBupycHoii 3amutbl B MOV «/lerckuii cax Ne193»

1. O0mue noJI0KeHH.
Lenpio co3maHusl CHUCTEMBbl AHTUBUPYCHOM 3alMTHI SBJSIETCS OOeCHeueHHe 3allMIIeHHOCTU
MH(POPMAIIMOHHO-KOMMYHUKAaTMOHHOW cucteMsl (nanee MKC) oT Bo3aeicTBUS pa3iIMuHOTO
po/a BPEJOHOCHBIX IPOrpaMM M HECAHKIIMOHHWPOBAHHBIX MACCOBBIX ITOYTOBBIX PAaCCHLIOK,
MPEeJOTBpAIIeHUsT WX BHEApPEHHs B HMH(OPMAIMOHHBIE CHUCTEMBbI, BBISBICHUS M 0€301acHOTO
yIaJeHUs U3 CUCTEM B CITydae TOMaJaHus, a TakKe QUIBTPAIlUK JOCTyMa mojbs3oBareneii JJOY
K HEMPOIyKTUBHBIM VHTEpHET-pEcypcaM U KOHTPOJISI UX IEKTPOHHOM MEePENUCKH.
OcHoBoroJ1araroluMu TpeOOBaHUAMU K CUCTEME aHTUBUpPYCHOU 3amuThl IOV aBnsoTcs:
- pelleHrne 3aJauyd aHTUBUPYCHOW 3allUTHl JIOJDKHO OCYILECTBISATHCA B OOIIEM BHUJE.
CpencTBo 3alMThl HE JOHKHO OKa3bIBaTh MPOTHUBOAECHCTBHE KOHKPETHOMY BUPYCY WUJIU TpyIIe
BHUPYCOB, MPOTUBOJICHCTBUE JIOJIKHO OKAa3bIBaThCS B MPEANOJIOKEHUSX, UTO BUPYC MOXKET OBITH
3aHECEH Ha KOMIIbIOTEpP U O BUpYyce (0 €ro CTPyKType (B YaCTHOCTH, CUTHATYype) U BO3MOMHBIX
JNEeMCTBUX) HUYETO HE N3BECTHO;
- pelIeHre 3a/1a4d aHTUBUPYCHOM 3aIllUThI JOJHKHO OCYILECTBIISITHCS B PEAIbHOM BpEMEHHU.
- MEpOTIPUATHS, HallpaBJIEHHbIE HA pELIEHUE 3a/1a4 110 aHTUBUPYCHOM 3aIlMTe: yCTaHOBKA
TOJBKO JIMIIEH3UPOBAHHOTO TMPOTPAMMHOTO oOecreueHns Ju00 OecCIuilaTHOe aHTUBUPYCHOE
IporpaMMHoOe oOecredyeHue, Uiyllee B KOMIUIEKTE C TOJUIMHHOM ONepalMOHHONW CHCTEMOM
(tuma Microsoft Security Essentials (cetb no 10 pabouux cranmnuii) wiu Microsoft Forefront
Endpoint Protection (cerp Oosiee 10 paboumx craHIMii)), TOAAEpKHUBaromee paboTy C
10JIb30BATEIBCKUMU TTPODUITSIMH.
- perynspHoe 0OHOBJIEHHE U €XKeIHEBHbIE MPOPIIAKTUUECKHE TPOBEPKU (3KETATEeNbHO B
Hepabouee HOYHOE BpeMs);
- HEMpephIBHBIH ~ KOHTPOJIb HaJ BCEMU BO3MOXXHBIMH TMYTSIMH  IPOHUKHOBEHUS
BPEJOHOCHBIX MPOTPaMM, MOHUTOPUHT AHTUBUPYCHOM O€30MacHOCTM U OOHapyKeHUe
JNECTPYKTHBHON aKTUBHOCTU BPEIOHOCHBIX MPOTrpaMM Ha Bcex 00bekTax MKC;
- ©XKeIHEBHbII aHalu3, PaH)KUPOBAHME U MPEAOTBPAILLEHUE YIpO3 pPacHpOCTpaHEHUs U
BO3JICHCTBUS BPEIOHOCHBIX MPOrpaMM ITyTEM BBISBICHHS yA3BUMOCTEN ncnosbdyemoro B MKC
OTEPAllMOHHOTO MPOrpaMMHOrO 0OecledeHHsi M CETeBbIX YCTPOMCTB U  yCTpPaHEHUS
OoOHapy)XeHHbIX J1€(DeKTOB B COOTBETCTBUM C JIaHHBIMHU TIOCTaBIIMKAa MPOrPaMMHOTO
obecrieueHus U APYrux Crenuaau3upOBaHHBIX SKCIIEPTHBIX aHTUBUPYCHBIX CIYXKO.
- MpoBeJieHHuEe MPO(UIAKTUUECKHX MEPONPUATUI MO MPEJOTBPAIICHUIO M OTPAHHUUYEHUIO
BUPYCHBIX OSOUAEMUN, BKIIOYAIOIIUX 3arpy3Ky M pa3BepThIBaHHE CIELUAIBHBIX [PaBUII
HeHTpanu3auuu (OTPaKeHUIO, W30JSIMM U JIMKBUJAIMK) BPEJOHOCHBIX MPOTrpaMM Ha OCHOBE
pPEKOMEHJALUN 10 KOHTPOJIO aTak, MOJArOTAaBIMBAEMBIX Pa3pabOTUYMKOM CPEACTB 3aIIUTHI OT
BPEJOHOCHBIX MPOTPaMM U JAPYTrUMH CHEHUAIU3UPOBAHHBIMU JKCIEPTHBIMU aHTUBHPYCHBIMHU
ciy:x0amMu 70 TOTo, Kak OyayT BBIMYIIEHBI (ailfibl UCTIPABICHUIA, TPU3HAKOB M aHTUBHPYCHBIX
CUTHATYP.
- MIPOBEJICHUE PETYISPHBIX MPOBEPOK LEIOCTHOCTH KPUTUYECKH BaXKHBIX MPOrpaMM H
naHHbIX. Hamuuue numnHux ¢ailioB U ciel0B HECAHKIIMOHUPOBAHHOTO BHECEHHUS M3MEHEHU
JIOJKHO OBITh 3aperMCTPUPOBAHO B )KypHAJIE M paccie/l0OBaHo;
- BHEIIHUE HOCUTENIN HH(POPMAIIUK HEU3BECTHOTO MPOUCXOXKACHUS CIEyeT MPOBEPATh Ha
HaJIM4ue BUPYCOB JI0 MX UCIOJIb30BAHUS;
- HE00X0/AMMO CTPOTO MNPUACPKUBATHCS YCTAHOBJIEHHBIX MPOLEAYp MO YBEAOMIIEHHUIO O
cllyyasiX TOpPaKEHHUS aBTOMATU3UPOBAHHOM HHGPOPMAIMOHHON cpeibl  KOMIBIOTEPHBIMU
BUPYCaMHM U IPUHATHIO MEP IO JUKBUIALMH MTOCIEICTBUI OT UX MPOHUKHOBEHUS;
- cllelyeT HMMeTh IulaHbl obecneueHust OecmepeboitHoit paboTter JIOY mns cimydaes
BUPYCHOTO 3apa)KCHHs, B TOM YHCJE IUIaHBl PE3EPBHOTO KOMHPOBAHMSA BCEX HEOOXOIMMBIX
JAHHBIX M TPOTPaMM M HMX BOCCTAHOBJEHMSA. OTH Mepbl OCOOEHHO BaXKHBI JJIsI CETEBBIX
(bailnoBBIX CEPBEPOB, MOJIEPKUBAIOIINX OOJIBIIOE KOJIUYECTBO pabOUNX CTAaHIIUH.



TexHoornueckne HHCTPYKIMHU
1.1. B JOY pykoBogureneM JODKHO ObITh HA3HAYEHO JIMIO, OTBETCTBEHHOE 3a
AHTUBUPYCHYIO 3alIUTY, B JOJDKHOCTHBIE HHCTPYKLUU JUIsI KOTOPOTO JOJDKHBI OBITH IPONHMCAHBI
NOPAAOK ACUCTBUSA B INEPUOJ BUPYCHBIX SIMIEMHM, NMOPAJOK AEHCTBUM IIPU BO3HUKHOBEHUU
BHEIITATHBIX CHUTYallUi, CBSI3aHHBIX C PabOTOCIIOCOOHOCTBIO CPEJICTB AHTUBUPYCHOM 3allUTBHI,
MOPSAAOK JCUCTBUM JUIsl yCTpaHEHUs IOCIEACTBUN 3apakeHW. B NpoTHBHOM ciydae BCs
OTBETCTBEHHOCTb 3a 00ECIIEUeHUE aHTUBUPYCHOM 3aIUTHI JIO)KUTCS Ha pykoBojutensd JJOVY.
1.2. B JIOY MOXeT HCIOIb30BaThCsl TOJBKO JIMIIEH3MOHHOE AaHTUBHUPYCHOE MPOTPaMMHOE
obecrieyenne MO0 CBOOOTHO-PACIPOCTPAHIEMOE ITPOrPaMMHOE 0OeCIIeueHHeE.
1.3. OOs3arenbHOMY aHTHBUPYCHOMY KOHTPOJIIO TOJUISKHUT JIF00ast MHPpopManus (TEKCTOBbIE
dainer m00BIX (hopmaroB, (alapl JTaHHBIX, WCHOJHSAEMBIC (ailyibl, TIOYTOBBIE COOOIICHNS),
mojlyyaemMasi W IepegaBaeMas 10 TEJIEKOMMYHHMKAI[MOHHBIM KaHajlaM CBSI3U, a TakKke
nH(OpMaIHs, HAXOMAMIASCS Ha ChEMHBIX HOCHTENSX (MAarHUTHBIX IWCKaX, JieHTaXx, CD-ROM,
DVD, flash-nakonutensx u T.1m.). KouTpoas ucxopasmiei nHbopMamun HeoOX0IMMO MTPOBOIUTH
HEMOCPECTBEHHO Nepe]] apXUBUPOBAHUEM U OTHPABKOM (3allUChI0 Ha ChEMHBIN HOCHUTEND).
1.4. ®@aiinel, momemiaeMble B AJIEKTPOHHBIA apxXWB, JOJDKHBI B 0O0S3aTEIBHOM MOPSIIKE
MIPOXOJIUTh AHTUBUPYCHBIN KOHTPOJIb.

2. TpeboBaHusl K NPOBEIEHNI0 MEPONPUATHI 0 AHTUBUPYCHOI 3amuTe B JIOY
2.1. B mnawame paOoTBl TpH 3arpy3ke KOMITBIOTEpPa B aBTOMAaTHYECKOM DPEKHUME IOJDKHO
BBITIOJTHATHCSI OOHOBJICHHUE aHTUBUPYCHBIX 0a3 U CEPBEPOB.
2.2. llepmommveckue TMPOBEPKH DIEKTPOHHBIX apPXHUBOB JOJDKHBI TPOBOIMTHCS HE PeEkKe
OJTHOTO pa3a B HEJENIO, NaHHbBIE, PACIOJIOKEHHbIE Ha Pa0OYMX CTAaHIUSAX TOJH30BAaTEICH -
€XKeJIHEBHO, B HOYHOE BPEMs 110 paCIUCAHUIO.
2.3. BneouepegHo¥Wl aHTHUBHUPYCHBIH KOHTPOJh BCEX ITUCKOB W (PailIoB MEepCOHATBHOTO
KOMITBIOTEPA JIOJKEH BBITIOTHSITHCS:
2.3.1. HemocpeactBeHHO TMOCJ€ YCTAaHOBKH (M3MEHEHHS) TIPOTPAMMHOTO OOCCTICUCHHSI
KOMITbIOTEpa JOJKHA OBITh BBIIIOJIHEHA aHTUBHPYCHAs MPOBEPKA HA CEpPBEPAX U MEPCOHAIbHBIX
KOMITBIOTEpaX yUpeKICHHUS.
2.3.2. Ilpu BO3HUKHOBEHHUH IOJO3PEHUS HA HAIUYUE KOMIIBIOTEPHOIO BHUpYyca (HETUIIUYHAS
paboTa mporpamm, MOsIBIEHHE Tpa@UuecKuX M 3BYKOBBIX 3((PEKTOB, HCKaKEHUH JaHHBIX,
npomnajganue (paiaos, YacToe NOSBJICHUE COOOIIEHUI O CUCTEMHBIX OIMIMOKAX U T.II.).
2.3.3. Ilpu oTnpaBke U NOJYYEHHUH AJIEKTPOHHOM MOYTHI ONEPaTop AEKTPOHHOM MOYTHI 00s13aH
MIPOBEPUTH JIEKTPOHHBIE MMChMa U UX BJIOXKEHUS HAa HaJM4KUe BUPYCOB.
24. B cinyuae oOHapyKeHHs 3apaK€HHBIX BHpycaMH (DaljoB WM 3JIEKTPOHHBIX MHCEM
MOJIb30BaTENU 00s3aHbI:
2.4.1. TlpuocTaHOBUTH paboTYy.
2.4.2. HemeIneHHO MOCTaBUTh B M3BECTHOCTh O (hakTe OOHAPYKEHHS 3apa>KEHHBIX BUPYCOM
(aitioB OTBETCTBEHHOTO 33 OOECIeUeHUE aHTUBUPYCHOM 3alUTHI (B CIy4yae €ro OTCYTCTBUS -
nupekropa) JOVY.
2.4.3. CoBMECTHO C BiaJeNblleM 3apaX€HHBIX BHUPYCOM (aiiloB MPOBECTH aHAIH3
HE00X0AMMOCTH JIaIbHENIIIETO UX UCTIONIb30BaHUSI.
2.4.4. TlpoBecTH Je4eHHE WIM YHUUTOKEHHE 3apa’KeHHbIX (aiiiIoB.

3. OTBETCTBEHHOCThH
3.1.  OTBETCTBEHHOCTh 3a OpraHW3alMil0 AaHTUBUPYCHOM  3alllUThl  BO3JNAraeTcss Ha
PYKOBOJUTENS YUpPexKACHUS UITH JTUI0, UM Ha3HAYEHHOE.
3.2.  OTBETCTBEHHOCTh 3a TPOBEACHHE MEPONPUATHI aHTUBUPYCHOro KoHTpoius B OV
BO3JIATaeTCs Ha OTBETCTBEHHOTO 3a OOECIEYeHHE AaHTUBHPYCHOUM 3alWTHI, COONIOIEHUE
TpeboBaHuit HacTosel MHCTpyknu npu paboTe Ha MePCOHATBHBIX KOMIBIOTEPAX BO3JIaraercs
Ha OTBETCTBEHHBIX 32 KAOWHET, IJI€ UCIIONB3YeTCS TaHHBI KOMITBIOTE.



